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1. Executive Summary 

 
Work package WP4 has to deal with two dual issues which are gathered within two separate 
documents: Report on legal framework and related aimed Europea n trends and 

Trust and security services prototype description 
 
The concept of R-Bay is to create an eMarketplace for the transfer of imaging related eHealth 
services in Europe. Compliancy with the regulatory base together with well specified security policy 
are of utmost importance for legal and secure operation of such cross-boarder project like R-Bay. 
Requirements for secure system operation, requirements for patient’s safety and its privacy 
protection are crucial enablers for market validation of such cross-boarder service.1 
 
This document Trust and security services prototype description  address technical and 
technological provisions implemented for R-Bay pilot operation and drafts the security policy for 
follow up deployment of the R-Bay services. 
 
Legal, safety & security base for the R-Bay pilot phase  
This part provides liaison to the legal frame established among consortium partners. Regulatory 
frame in details is elaborated within the Report on legal framework and related aimed Europea n 
trends . Basically Market Validation Grand Agreement formulates partner’s engagement on the 
project within eTen grant scheme. Responsibility of partners in terms of R-Bay service operation is 
formulated within General Agreement and should enable the virtual incorporation of pilot project in 
existing systems and services of participating partners. In the long term run this General 
Agreement should migrate to the legal base for R-Bay operation in wide European scope and 
should be adopted with all the stakeholders involved.  
 
Review on security provisions across partners 
Review provides status of security provisions which are in place across partners. The data has 
been gathered from Questionnaires spread to all the partners by the end of 2007. Questionnaire 
addressed both security and legal part of provisions. 
An example of security implementation has been given for the pilot interconnection between MOU 
(Brno, CZ) - RUNMC (Nijmegen, NL). 
 
R-Bay security policy for commercial eMarketplace operation 
The prerequisites: electronic identification and communication are described within this part. 
Security policy for the long run operation of R-Bay services is being submitted and the liaison to an 
other trans European project (NETC@RDS) is discussed. The utilization of proactive repository of 
standards for electronic identification, biometrics and personal identifiable information created by 
BioHealth within Europe INNOVA activity is fostered. 
 
ICT & PET (Privacy Enhancing Technology) 
Within this chapter the PET issues related to the privacy protection is reminded. It is in more details 
elaborated within the Report on legal framework and related aimed Europea n trends.  

                                                
1 Such requirements has been recently expressed within the letter of the President of European Society of 
Radiology Statement prof. Iain McCall to European Commission and in accompanying Statement by 
Executive of the European Society of Radiology, dated 28th May, 2008. Full text see Annex D. 
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2. Goals 

 
�  To formulate the operational environment of the R-Bay pilot in terms of regulatory base.  

 
�  To specify basic communication security for the interconnected pilot sites and to reflect 

those requirements for secured communication, patient safety and privacy protection. 
 

�  To pave the way for long term commercialized eMarketplace operation. 
 

�  To support the market validation of the R-Bay: European eMarketplace for radiological 
services by the demonstration of the trustful service operation and feasibility of its 
deployment across Europe. 

�
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3. Legal, safety & security base for the R-Bay pilo t phase 

Legal base 
 
Market Validation Grand Agreement (GA) Number C0462 07 
Consortium of partners of the R-Bay project has been established based on: Market Validation 
Grand Agreement. 
This basic document formulates the roles of the partners in terms of implementation of eTen 
project. 
Market validation GA is purely defining how partners shall treat the work, specify the time 
schedule, work packages and defines the budget break down.  
 
General Agreement   
In order explicitly address the responsibilities of R-Bay pilot stakeholders (I.e. project partners), a 
template of General Agreement has been submitted to R-Bay project co-ordinator. 
This document is aimed to simply declare full responsibility of each partner (service customer, 
service provider and R-Bay pilot ICT solution supplier and operator in terms of legality, professional 
quality, non-repudiation and financial responsibility for own activities within the R-Bay pilot 
operation.  
IMA has provided an example of such agreement see /1/ derived from concurrent pan European 
project NETC@RDS by October 2007.  

 

Safety & Security base 
 
Safety issues 
Safety issues within R-Bay pilot project are primarily related to the patient safety and to the 
professional delivery of R-Bay pilot services. Requirements for safe operation of eHealth services 
is being explicitly expressed within the statement of ESR as referred in Executive summary. 
Basic problem met by the R-Bay consortium is not fixed standardization across EU member states 
for the area of utmost importance: patients electronic identification, health professionals electronic 
identification, identity management (IDM) and electronic health record (EHR ) secure interchange. 
 
Therefore the R-Bay pilot operation utilizes the proprietary provisions used by project partners. 
Furthermore professionals delivering health services on behalf of project partners are entitled for 
the services within the project by their employers. As the market validation is running among 
limited scope of partners, they are able to set up trustful communication. 
 
This way of operation is not dedicated (not acceptable) for commercial services provision.  
There are two simple solutions and selection of one of them depends on how quickly the EU 
infrastructure shall be rolled out. 
 
Either the R-Bay community shall go for proprietary solution: i.e. for proprietary identifiers of 
eHealth service provider (companies and health professionals),  
or the R-Bay community shall profit from the roll out of Portugal Agreement to improve patient 
safety in the EU through partnership of regulators in the Healthcare Professionals Crossing 
Boarders project (HPBC). Unfortunately, this activity is still voluntary. 
 
In terms of patient entitlement to the (e)Health services – the situation is more clear: European 
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Health Insurance Card (EHIC) has been already implemented and is in the way to be widely 
adopted. CEN/ISSS WS for EHIC/(e)EHIC is controlling this procedure as SDO (Standard 
Developing Organization). 
 
More details are provided in chapter “ICT security policy for commercial eMarketplace operation”. 
  
  
Common security base 
Security issues are related to the ICT and communication rather than to deal with patients and 
professionals. R-Bay pilot project has been designed using experiences gained by pioneering EU 
Baltic eHealth project and operating Health Data Net. The security and responsibility of this 
predecessor is specified in document /2/.  
 
Mawell eConsultation portal and  
Carestreem Health viewer  
are the basic ICT products used within R-Bay pilot implementation. Description of the technical 
arrangement of R-Bay pilot implementation is given in the Technical annex of the R-Bay project /3/. 
 
In principal, partners are connected directly to the Mawell eConsultation portal via secure channel 
created on internet. For detail description see the Example for interconnection of two selected 
partners:  MOU (Brno. CZ, NL) - RUNMC (Nijmegen) given bellow. 
 
The viewer is integrated into the service provider’s health information system (HIC) in different way 
in accordance with HIS implementation and state of the art of its security. One of the R-Bay pilot 
goals in to find to optimal way for such integration. 
Images – for security reasons – are streamed to the screen of service provider and are not 
captured there. So the management of images stays at Mawell eConsultation portal and the 
images can be purged from the server in line with project security policy. 
 



������� ����         
����   

 
��	
����
�
��	�����
������
�����������
�
����������� ���������������
����	
�

 

 
4. Review on security provisions across partners 

 

Review across partners – The Questionnaire 

As part of the process of identifying current status of ICT provisions used by R-Bay project 
partners, a questionnaire has been issued to all the partners by the end of 2007.  In the 
questionnaire, receivers were asked both to comment on a number of security related questions, in 
addition to a number of question regarding legal aspects. The purpose of the questionnaire was of 
clarify ability for mutual collaboration on the R-Bay pilot implementation mainly from the technical 
point. 

As the questionnaire relates to proprietary ICT implementation across R-Bay partners, the possible 
general obstacles are not addressed within this review. E.g. the legal regulations for cross-boarder 
circulation of /anonymous/ patient data. They are rather elaborated within the dual document D4.1 
Report on legal framework and related aimed Europea n trends – draft. 
The wrap up of the information gathered from those questionnaires is enclosed as Annex A. 
 
 

Example for MOU (Brno, CZ) - RUNMC (Nijmegen, NL) 
 
Following example of current R-Bay pilot security solution is given for connection between MOU 
(Brno, CZ) - Uni (Nijmegen, NL). Within the pilot project, MOU is service consumer located in 
Czech Republic while RUNMC (Nijmegen) – teaching hospital is service provider located in the 
Netherlands. 
These roles might be exchanged, however. This will be the obvious situation in commercial 
operation of R-Bay services. 
 
Within the R-Bay pilot operation MOU system is dedicated for sending of images sets to Mawell 
eConsultation portal and next to capture readings of the consultation statements (provided by 
RUNMC) by MOU professionals. 
 
Technical solution 
The Health Data Net (Baltic Net) is not used for communication due to technical problems on 
Mawell site. MOU is directly connected to the Mawell eConsultation portal through Internet. The 
connections are of two types: The connection for sending anonymous image sets and the MOU 
radiologist’s access to Mawell eConsultation portal. 
 
The security of first case is achieved by implementation of SSL connection. The implementation 
itself has been done by installation of Stunnel-4.20. Mawell has distributed the installation packet. It 
was agreed and adopted, that Mawell runs the Server and MOU runs the Client. Therefore MOU 
was provided by server certificate generated and signed by Mawell certification authority (CA). The 
client certificate is not used in the connection.  
 
Stunnel (www.stunnel.org) is used in a standard way. Stunnel is simple TCP wrapper that receives 
data on an unencrypted TCP connection and forwards it to a secure SSL connection. At the other 
end another Stunnel instance receives the data from the SSL connection and forwards the 
decrypted data to unencrypted TCP connection. It is way is widely used and therefore very well 
tested. The connection is stabile, robust and secure.  
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Stunnel is installed on the workstation of the system administrator with Windows XP operating 
system. DICOM application is executed on the same workstation. Stunnel receives unencrypted 
DICOM connection on an arbitrary TCP port and establishes a secure SSL connection with another 
Stunnel instance running on the Mawell eConstultation portal. 
The images are transferred over the Internet to the eConsultaion portal via this secure connection. 
At the Mawell eConsultation portal the data are unencrypted and forwarded to a local TCP port on 
which a DICOM compliant receiver application is listening.  
 
The default parameters were used. The program listens on TCP port 11112 for incoming DICOM 
connections. Outgoing SSL connection is made to host econs-02.mawell.com on port 12762.  
 
Radiologists workstations used for displaying images and their classification run Windows XP 
operating system with browser Internet Explorer 7 or 6 and installed Java . 
 
Organization 
The administrator workstation operates during working hours. Stunnell is automatically started only 
for sending the sets from DICOM. Than it is terminated. Solely the administrator maintains this 
workstation.  
 
Dedicated doctors turn on their personal workstations during working hours. For the given 
example, the access rights have got six radiologists and administrator.  
 
Security 
Communication  with Mawell eConsultation portal is secured by SSL with the server certificate. 
Data are, according SSL, encrypted by symmetric session key.  
 
Access to administrator’s workstation  is secured by login ID and password. The computer is 
placed at the administrator’s working place.  
 
The radiologist’s workstation  running Windows XP is situated in doctor’s room. The access to 
operating system is made by login ID and password. The access to Mawell eConsultation portal is 
granted by login ID and password, too.  
The MOU administrator manages the access rights to this portal. The connection itself is secured 
by application of the HTTPS protocol.  
 
The hospital’s firewall is configured to allow communication through above specified ports.  
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5. R-Bay security policy for commercial eMarketplac e operation 

 
In contrary to the previous description of R-Bay pilot operation, this chapter deals with provisions 
and prerequisites needed for commercial eMarketplace operation. There are three substantial 
aspects to be described and which influence the final security policy: 
  

�  The set of eHealth services  – despite it is more or less stabile the technical requirements 
are different for each service (e.g. archiving versus data fusion). 
  

�  Different business models  in terms of how these services will be liaison to stakeholders, 
both customers and providers. Other security provisions shall be implemented in case of bi-
lateral services medialed to R-Bay clients and other, more enhanced security provisions 
shall be in place if full administration, billing, settlement and reimbursement shall be provide 
to R-Bay clients.  
 

�  The technical implementation of R-Bay infrastructur e. It might be important 
simplification to settle majority of requirements within one member states / one country / 
one region due the simple reimbursement towards health insurance companies, due the 
language used, due the authorization of the radiologists etc. 

 
 
Therefore the vision described as follows should be taken as first iteration and should be further 
elaborated in line with decision made in terms if further specification of R-Bay commercial 
utilization. 
 
In any case the relation between R-Bay commercial operator and R-Bay clients and between R-
Bay clients themselves shall be organized upon specific contracts (for draft of these contracts see 
deliverable D4.1). 
 
The contract between R-Bay commercial operator and R-Ba y clie nt provides general 
conditions for R-Bay connectivity. Furthermore it will define safety, security and privacy protection 
related provisions within R-Bay community, which have to be solved onto the bi-lateral base, 
otherwise. 
There is not final decision taken, how these provisions shall be implemented – more precisely - 
which part of existing/envisioned EU infrastructure might be utilized in practice CURRENTLY! 
 
To the most mature part under discussion belongs: 
 
• identification of patients based on eEHIC (OCR / ISO 7816 / RFID ISO 14443)  
• ISO 21549 as the base of EHIC data set 
• UNICODE character set 
• CEN TC 224 –WG15 should be taken into consideration ( WG for European Citizen Card)  
• Meta-data - need for interoperability of existing cards (ISO 24727) 
• Communication through EESSI network  
• Application of Portugal Agreement in terms of issuance of European Certificate of Current 
Professional Status to the relevant health professionals 
 
The contract between R-Bay clients  themselves  shall foster automated service delivery and 
follow up financial settlement, quality assurance, statistics etc. Templates, clearinghouse 
statements and statistic data (related to the bi-lateral service accomplishment) shall automatically 
provided to clients as part of R-Bay commercial service. 
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R-Bay conceptual technical schemes 
 
R-Bay pilot implementation 
In the R-Bay pilot implementation all the stakeholders are connected to the unique Mawell 
eConsultation portal cross-boarder. This fits well for market validation of services, verification of 
connectivity, integration of viewers into the NIS of hospital. On the other side the R-Bay pilot 
community is restricted to the project partners and reimbursement of provided services is settled 
within the frame of eTen scheme. 
For commercial R-Bay operation also slight modification of such arrangement has to be considered 
and evaluated, as follows.2 
 
National schema 
For smooth project deployment is essential to start with small groups of system users. The suitable 
scale of group seems to be national / regional level.  For example reporting stays in native 
language and reimbursement towards heath insurance authorities is simple. Health professionals 
authorization may by checked towards national regulator. 
 
This limitation in no way restricts the full cross-boarder commercial R-Bay operation, but it boosts 
the speed to reach the market. It is rather affordable for national / regional communities to 
communicate mutually.  
Utilization of the same ICT solution supports further integration of these “cells” cross-boarder. 
  
 

NS

IS

NS

NS

IS   - International Server
NS - National Server

NATIONAL SCHEMA

2

2
1

5

6

2

3

4

BORDER

1. Creating request
2. Request for service propagation
3. Retrieving of pictures from data 

storage
4. Sending the report
5. Request originator notice

6. Retrieving of the report

  
 

Figure 1: National schema. 
 

                                                
2 The technical solution is specified in details within project Deliverable 5.2 Report on the technical solution 
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It describes the national level, where all data exchanges runs through the national server and the 
connection to the central International Server is not necessarily utilized. 
 
 
 The communication dataflow is as follows 
 

1. Creating request 
2. Request for service propagation 
3. Retrieving of images from data storage 
4. Sending the report 
5. Request originator notice 
6. Retrieving of the report 

 
The simplicity of this solution is the data storage together with the users access right management 
and notification distribution. In the International Schema these functions are distributed on different 
servers. 
 
 
 
International schemes I and II 
The full scope of international schema comprises 27 EU member states. For such collaboration an 
example of similar and successful NETC@RDS (also eTen project) infrastructure might be given. 
 
There are two suitable solutions. The main difference is in the data storage. Schema I assumes 
storage of the images on the national server while Schema II stores images on the International 
Server. All users access the network through their appropriate National Servers.  
  
 
International Schema I 
 
All National Servers are connected together to one International Server. The International Server 
allows routing the notification and data flows from National Servers to the users. The data are 
stored on the National Server of the country from where the request was generated.  
Dataflow is the same as for National Schema 
 

1. Creating request 
2. Request for service propagation 
3. Retrieving of images from data storage 
4. Sending the report 
5. Request originator notice 
6. Retrieving of the report 

 
The difference is only in routing the data through servers. Schema I is shown on the Figure 2.  
 
The request goes to the National Server. Than the request for service is propagated through the 
whole network. If some restriction from the request originator is defined, related information is send 
accordingly to this restriction (only to specified service provider, dedicated expert specialization 
etc.). 
The specialists can answer from any place in the network through their National Server. He 
retrieves the images from the National Server and makes the report. The National server sends 
notice to originator and he retrieves the result from the National Server.  
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Figure 2: International schema I 
 
 
International Schema II 
 
All National Servers are connected together to one International Server. The International Server 
allows routing the notification and data flows from national servers to the users. Moreover the data 
are stored on the International Server, too.  
 
No change for dataflow for International Schema II.  
 

1. Creating request 
2. Request for service propagation 
3. Retrieving of images from data storage 
4. Sending the report 
5. Request originator notice 
6. Retrieving of the report 

 
The difference from Schema II is, that the images are archived on the International Server so the 
communication and routing are slightly modified.  
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 Figure 3: International Schema II. 
 
 
 
Minimum technical requirements 

For interconnection to the Mawell eConsultation portal following requirements are specified in line 
with Deliverable 3.1 Report on requirements on adaptation and locali zation : 

 

eInterpretation 

·  At least 2 Mb/s Internet connection is required in all hospitals 

·  Java Runtime Environment 5.0 or later 

 

eProcessing   

·  Microsoft Internet Explorer version 6 or later including support for Internet Explorer 7 
in all hospitals 

·  Operating System: Windows 2000 Service Pack 4 and above – Upgrades only, 
(these should be converted to XP2) in all hospitals 

·  Windows XP professional Service Pack 2 (Service Pack 2 recommended) in all 
hospitals 

·  Windows XP professional x64 edition 2003 Service Pack 1 in all hospitals 

·  Windows PowerPoint for export of Images in PPT format in all hospitals 
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·  At least 2 Mb/s Internet connection is required in all hospitals 

 

eArchiving  

·  Desktop tool to modify DICOM image header needed in MOU, OUH, Funen and 
Sydvestjysk 

·  Standard DICOM move support needed in MOU, OUH, Funen and Sydvestjysk  

·  Stunnel secure channel network VPN and firewall configurations needed in MOU, 
OUH and ETCH. 

·  Baltic Health Network VPN in ETCH, Funen and Sydvestjysk hospitals 

·  At least 2 Mb/s Internet connection is required in all hospitals 

 

eTraining   

·  At least 2 Mb/s Internet connection is required in all hospitals 
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Electronic identification 
 
Electronic identification of stakeholders 
Electronic identification envisioned for commercial R-Bay operation is subjected the stakeholders, 
which are either legal entities or authorized self-employed health professionals (requesting and/or 
providing services).  
Indirectly there will be identifiable health professionals acting on behalf of legal entities and in 
some cases patients, assigned to images – in case of non-anonymous data processing. 
 
Legal entities are identifiable based on national registers. However its professional certification and 
quality assurance has to checked and periodically classified. This procedure should be 
implemented in the contract between R-Bay commercial operator and R-Ba y stakeholder.  
 
Trustful identification of health professionals, neither associated certification is NOT IN PLACE for 
the moment in Europe. Promising way seems to be the implementation of Healthcare Professional 
Crossing Boarders (HPCB) Portugal Agreement dated 2007 (see Annex E), despite it is not 
obligatory so far. 
 
Patient / Insuree identification. EHIC is in place. There is more than  200 million European Health 
Insurance Cards (EHIC) disseminated across Europe. EHIC provings the entitlement of the holder 
to his health care services and is used along with application of citizen ID card or passport. 
Supportive service for cross-boarder EHIC adoption and authorization provides NETC@RDS 
Phase B project and is available also for EHIC hosted within the set of national health cards. 
 
 
 
 

Project Aim

Slovenia

Austria

Germany

France

Italian 
Regions

 
  

Figure 4: EHIC and hosted EHIC (source eTen NETC@RDS) 
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 The regulatory base for EHIC is given by 

• Regulations EC No. 1408/71 and EC No. 574/72 
• Decisions No. 189-191 of the Administrative Commission from June 18th 2003  
• NETC@RDS Consortium contracts with the European Commission covering 
  September 2002 - March 2006 
• General Agreement - NETC@RDS-Parties  
 

 
 

 

Netc@rds-
cases 1-4

Electronic
Transmission 
for domestic 
cases

Hospital

Health 
Insurance

NETC@RDS
XML-File

Hospital related information
Patient related information
Name, insured-ID, card validy date etc...
Admission Information
Diagnosis Information
Operation codes
Co-payment information
Discharge Information
Reimbursement claim data

e-EHIC: XML – output interface

 
 

Figure 5: EHIC processing model (source eTen NETC@RDS) 
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eEHIC in process model
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Figure 6: Standard open interface (source eTen NETC@RDS) 
 
 
 
Identity management 
 
Identity management deals with Personal identifiable information and will be important part of 
commercial R-Bay operation. Therefore the chapter of Privacy enhancing technology has been 
included both into D4.1 and D4.2 deliverables. 
 
Relevant standards are free available in the proactive repository created within EU activity Europe 
INNOVA http://bio-health.eu. There is more than 200 standards (ISO, CEN, ICAO, ETSI ..) 
accessible via categories and/or groups and key-words. 
 
While the above mentioned repository brings technical standards, those of more general 
documents are listed within Annex B List of specific selected documents related to electronic 
identification 
 
Obviously commercial R-Bay operation has to be compliant to the state of the art of eID and IDM 
so as to the level of its practical implementation across Europe. Therefore R-Bay proprietary 
provisions will be used from the beginning, step by step replaced by standardized parts (of EU 
infrastructure) as soon as it become available. 
 
The identification and authorization of health professionals seems of utmost importance and R-Bay 
shall be following those achievements of European Commission’s Internal Market Information 
System (IMI) in this respect. 
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R-Bay project security policy 
 
Principle and Objectives 
 
Principle 
The network build among the R-Bay partners should not add any unacceptable new risk within any 
partner organization. Appropriate technologies and procedures must be used to ensure that data 
are communicated with adequate safety over the network build among the R-Bay partners and is 
only disclosed to authorized parties. On the other hand the stakeholders envisioned community is 
limited – despite open to voluntaries: professionals and health care providers. 
 
Information security is generally characterized as the protection of: 
 

1. Confidentiality: Information is protected from unauthorized access, or unintended 
disclosure. Only authorized users must have access to the information and other system 
resources.  

2. Integrity: Information is protected from unauthorized modification 
3. Availability: Resources are available, without unreasonable delay. Authorized users should 

be able to access the information and the related means when they need it. 
 
The project information security policy should help enforce the above. It should also provide 
means of proof and essential checks, which give users trust in the given information. 
 
Objectives 
To establish the basic security requirements that must be satisfied in order to ensure system 
continuity and prevent and minimize the impact of security incidents by implementing a stable, 
reliable and secure infrastructure. 
 
More specifically, the R-Bay security policy goals are: 
 

1- To make participants sensitive to the risks that threaten the information and information 
systems of the R-Bay partners and the available means of protection 
 

2- To create a general security framework adapted to the R-Bay information system 
needs, to be followed by people that are in charge of processes and put in place 
measures and procedures in order to ensure the information and information system 
security. 
 

3- To promote cooperation between various actors of the consortium in order to elaborate 
and put in place those measures, instructions and procedures 
 

4- To enhance user and patient’ trust in the information system. 
 

5- To insure that the information system in place respects all the national and European 
laws on privacy and data protection in force. 

 
The R-Bay security policy is constructed under the principle of well-proportioned answer to the 
incurred risk. 
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Actors 
The actors that interact in the R-Bay system are: 
1- Service requesting stakeholders (sending images) 
2- Service providers (reading data, processing data, reporting to images..) 
3- R-Bay service operator (capturing temporally data or archiving data) 

 
Beneficiaries 
The beneficiaries of the R-Bay system are: 
1- R-Bay stakeholders 
2- The patients  
 
Data exchange  
The dataflow has been specified within the chapter R-Bay conceptual technical schemes. 
 
The types of exchanged data in this context are: 
 
1- Authentication Data : Exchanged from the hospital to the portal and from specialist to the 

portal. Authentication data clearly identify the End User and allow him to use the system. All 
end user’s activities are logged.  

 
2- Patient Administrative Data : These data must be cut off the sent image sets. The hospital 

has to ensure the anonymisation of data sent to the portal. 
 
3- Health data: Exchanged from source hospital to the portal and from there to doctors. 

Health data representing the image sets that has to be sent to the portal in order to be 
available for specialist to be classified. 

 
4- Consultation response data: Exchanged from specialist to source trough the portal. 

Consultation text added to the image set by specialist.  
 
5- Process data: Created and exchanged by the portal during the data processing. Each 

action with health data is logged in the system to be available for future audit. 
 
6- Data with test values : Exchanged in the system the same way as real data. Phantom 

images dedicated for system quality and operation check.  
 
 
Legal basis 
There are two data flows to be distinguished in the R-Bay system: 
 
a. The NATIONAL dataflow level:  

The data exchanged inside or between the hospitals of the same country.  
 
b. The INTERSTATE dataflow level: 

Exchanges from the hospital to the portal and afterwards to a specialists cross-boarder. 
 
For the NATIONAL dataflow, the actors should respect the respective national laws on data 
protection in effect. 
 
For the INTERSTATE dataflow, as a pan European network, the R-Bay actors will, in terms of 
security, respect at least the following laws of the Council of Europe: 

·  The European Directive 95/46/EC on data protection. 
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Security Rules 
 
The following security rules are specified for the R-Bay data exchange model: 
 
 
REQ 001 

 
R-Bay data flows must be adequately protected 
 

 
REQ 002 

 
End users must be clearly identified by its access point (R-Bay national 
or international portal) before being able to enter the system. 
 

 
REQ 003 

 

 
End user identification and authentication means mu st have been 
audited and certified  by an independent organization, which is certified by 
the national authorities according to the state of the art. 
 

 
REQ004 

 
Mutual authentication between End users and the acc ess point  
providers is needed  when connecting to the system  
 

 
REQ 005 
 
 

 
Access point provider authentication means must hav e been audited 
and certified  by an independent organization which is CERT certified 
according to the state of the art. 
 

REQ 006 
    
 Access point provider Data and Privacy protection pr ocedures  
 in place must have been audited and certified    

 

REQ007 
 
Mutual Authentication between national access point  providers of 
different Member State is needed  when initiating a trans European 
information flow. 
 

 
 
R-Bay actors must also take into account the security recommendations /4/  (section 4.1: security).  
 
 
Minimum security requirements (Mandatory) 
1. Mawell eConsultation portal and Carestreem Health viewer must pass through a security audit.   
2. Security audit must be conducted yearly to audit the systems by ISO/IEC 17799 or ISO/IEC 
27001 level standards, according to the above listed requirements and the technical 
recommendations provided by the consortium in this respect.  
 
 
Glossary 
CERT certified: Audit experts society accredited by European instances. For further information 
see http://www.cert.org/csirts/ and http://www.cert.org/certification/ 
 
REQ 00x : Requirement number x 
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6. ICT & PET (Privacy Enhancing Technology) 

 
Roll out of recent ICT provides incredible possibilities of its utilization both in professional so as in 
private life. Entering virtual electronic world, ones privacy become shared being accessible in 
different ways, throughout different channels. All data including personal ones are undetectable 
captured and personal profiles might be gathered and evaluated all the time. 
In such situation certain effective provisions has to be launched: since late 90s of last century, 
such protecting technology are called Privacy Enhancing Technology PET. 
PET might be understood as creative utilization of technologies for providing privacy protection in 
ICT applications. 
 
R-Bay security policy for commercial eMarketplace operation describes the utilization of recent ICT 
means in terms of machine and communication security with some overlapping to the human real 
environment. 
 
R-Bay pilot demonstrates the feasibility to provide set of services, which shall be further 
commercialized, putting R-Bay commercial eMarketplace for radiological services in place. These 
services might be specified as health care related services and accompanying services. 
 
To the health care related services belongs: 
 

�  eArchiving 
�  Image interpretation 
�  Image fusion 
�  Basic image processing 
�  Computer aided diagnosis 

 
Among accompanying services the most important are: 
 

�  Secure connectivity 
�  Stakeholders profiling and service quality assurance 
�  Consulting of legal issues 
�  Service brokerage 
�  Bundle of services fostering automated service delivery and follow up financial settlement 

(templates, clearinghouse statements and statistic data related to the bi-lateral service 
accomplishment. 

 
It is obvious that both group of services deals directly or indirectly with personal and in some cases 
with personal sensitive data. 
 
The business model for R-Bay commercial eMarketplace has therefore to address also “non 
technical” aspects in order to ensure both financial sustainability and also PET application. In 
between ethics, security, safety, personal data protection and privacy enhancement should be the 
most relevant issues. 
 
This review is aimed to point out these issues having still in mind feasibility and effectiveness of the 
target system operation.  
EU regulatory base is being specified within D4.1 document. Below underlined recommendations 
seem of utmost importance in terms of mutual influence of regulatory base and ICT technology. 



������� ����         
����   

 
��	
����
�
��	�����
������
�����������
�
���������� � ����������������	����	
�

 

 

PET recommendation 
 
Privacy enhancing technology brings in place navigation for system integrators and ICT architects, 
how to built in protective mechanism and how to eliminate invasive break of ICT into the human 
privacy.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: PET schematic approach (Source: ULD Schleswig-Holstein) 
 
 
 
Fundamental recommendation 

�  Transparency of the R-Bay commercial eMarketplace 
�  Security of personal data has to be audited by independent and recognized authority 

 
 
Supportive Policy  

�  Data collection: elimination or minimization 
�  Access and control rights 
�  User control 

 

The goals to be achieved by adoption of PET are: 
 

�  Reduce mistrust as it fosters transparency of R-Bay 
�  Allow legally compliant use of the recent technology 
�  Foster acceptance of the ICT brought by R-Bay by stakeholders 
�  Broaden potential sales market of radiological services and  
�  Increase quality and accessibility of this type of health services to the patients in a safe and 

economically effective way 
 

Legal Technical

Organisational

Aim, as far as possible:

in any case:

Security of 
personal data

User control

Transparency
of the systemAccess and 

control rights

Data 
elimination or 
minimization
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8. Annexes 
 
A/ The wrap up of the information gathered from questionnaires to the partners of R-Bay 
consortium 
B/ List of specific selected documents related to electronic identification 
C/ List of selected documents related to the secure communication 
D/ Statement by Executive of the European Society of Radiology, dated 28th May, 2008. 
E/ Healthcare Professional Crossing Boarders (HPCB) Portugal Agreement dated 2007 
 
+++++ end of the text D4.2 
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ANNEX A 
The wrap up of the information gathered from questi onnaires to the 

partners of R-Bay consortium 
 

Principle 
 
For reviewing of the ICT security implemented across R-Bay consortium following questions set 
has been disseminated: 
 

·  Is the organization aware of the measure/security requirement? 
·  The aim of the question is to know, if the organization is aware of the security requirements 

and principles. 
·  How is it implemented? 
·  If the security is understood and treated, we need to know how it is implemented. 
·  Are the security rules controlled? 
·  If the principles are right implemented, the organization has to control them evenly. 

 
The questionnaire had to answer these main principles and their adoption by consortium partners. 
The answers to the questionnaires imply next, quite clear view on the situation between partners 
 
Particular results are as follows: 
 

1. Organization level: all are fully aware about their responsibility for security 
assurance and why it has to be assured, but not everybody is acquainted with its 
own particular responsibility and the responsibility is not always checked.  
 

2. Physical level: all partners are working with sensitive data, are fully aware of the 
process.  
 

3. Logical level in general:  basic security principles are well adopted by all partners; 
some of them have deeper knowledge of security items and are better protected. 
Internal and external communication channels use mainly VPN, SSL, PKI, etc. It 
would be useful, to choose one method for sharing document and images, 
perhaps the one which is used most often. About half of the partners use digital 
signature and PKI and SSL channel for encryption 
 

4. Logical level, application software: quite good managed 
 

5. Attack proof: quite good knowledge about possibilities. 
 

6. Security strategy / policy: almost any partner has Security Strategy in its 
organization.  
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Legal amendment :   

- Main opinion is, that patient’s right has to be ensured and therefore is necessary to obtain patient 
consent before sending the images and data to another country. Note: patient consent does not 
authorize anyone to send out images if restricted by law. 

-The partners don’t consider telemedicine, eHealth solutions and cross/boarder services 
appropriate as far the security hazard is concerned. 

- Partners mostly agree that a contract between Partners using R/Bay will be useful. 

- The most important issues, which the contract should cover, are shown in following graph. 
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- As most useful mean to clarify legal frameworks for R-Bay services users is:  
 
1. Review of national legislation 

 
2. Contracts 
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ANNEX B 
List of specific selected documents related to elec tronic identification 

 
 

RFID, Radio Frequency Identification 

Council of Europe  

Report on the protection of personal data with regard to the use of smart cards (2001).  
 
European Commission (WP 29)  

Working document on data protection issues related to RFID technology. Adopted 19. 1. 2005, 
10107/05/EN, WP 105. 
 

 

Biometrics 

European Commission (WP 29) 

Working document on biometrics. Adopted 1. 8. 2003, document 12168/02/EN, WP 80. 
http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm 
 
Council of Europe 
Study on biometrics, 2003. 
 
OECD: 
Background Material on Biometrics and Enhanced Network Systems for the Security of 
International Travel.  Issued 23. 12. 2004, STI/ICCP/REG(2003)3/FINAL 
 
Biometrics based and DNA based technologies. Adopted: 28. 3. 2003,  DSTI/ICCP/REG(2003)2 
 

 

e-Passports and travel documents 

Council of Europe   
Recommendation Rec(2005)7 of the Committee of Ministers to member states concerning identity 
and travel documents and the fight against terrorism. Adopted: 30. 3. 2005, Rec(2005)7 
 

European Commission (WP 29)  
Opinion 3/2005 on Implementing the Council Regulation (EC) No 2252/2004 of 13 December 2004 
on standards for security features and biometrics in passports and travel documents issued by 
Member States. Adopted 30. 9. 2005, 1710/05/EN-rev WP 112. 
 
Report on the Commission proposal for a Council regulation on standards for security features and 
biometrics in EU citizens’ passports. Adopted: 28. 10. 2004, A6-0028/2004.  
 

 



������� ����         
����   

 
��	
����
�
��	�����
������
�����������
�
���������� � ���������������	�����	
�

 

Genetika (Genetics) 
European Commission (WP 29)  
Working Document on Genetic Data. Adopted 17. 3. 2004,  12178/03/EN WP 91. 
 
 
OECD: 
Issues affecting the handling of personal data arising from genetic testing. Adopted: 18. 1. 2002, 
DSTI/ICCP/REG/STP/BIO(2002) 
 

 

List of specific technical standards related to eID  and IDM 
See http://bio-health.eu 
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ANNEX C 
List of selected documents related to the secure co mmunication 

 
 
 
Internet, Information society 

 

Council of Europe  

Recommendation No.R(2004)11 on legal, operational and technical standards for e-voting). 
Adopted 30.Sept 2004. 

Declaration of the Committee of Ministers on human rights and the rule of law in the Information 
Society). Adopted 13. 5. 2005, CM(2005)56 final 

Recommendation No.R(99) 5 for the protection of privacy on the Internet. 
 
European Commission (WP 29)  
Recommendation 3/97 Anonymity on the Internet. Adopted 3. 12. 1997, XV D /5022/97 final 
 
Working Document on on-line authentication services. Adopted 29. 1. 2003, 10054/03/EN WP 68 
 
Working Document - First orientations of the Article 29 Working Party concerning on-line 
authentication services. Adopted 3. 12. 1997, 11203/02/EN/final, WP 60. 
 
Opinion 9/2001 on the Commission Communication on "Creating a safer information society by 
improving the security of information infrastructures and combating computer-related crime". 
Adopted 5. 11. 2001, � íslo: 5074/01/EN/final, WP 51 
 
 
OECD: 
Privacy on-line: Policy and Practical Guidance. Adopted 21. 1. 2003, 
DSTI/ICCP/REG(2002)3/FINAL 
 

Telecommunications 
 

Council of Europe 
Report on the application of data protection principles to the worldwide telecommunication 
networks, Strasbourg. 2004.  
 
Recommendation No.R(95) 4 on the protection of personal data in the area of telecommunication 
services, with particular reference to telephone services. Adopted: 7. 2.  1995. 
 

European Commission (WP 29) 
Opinion 8/2006 on the review of the regulatory Framework for Electronic Communications and 
Services, with focus on the ePrivacy Directive. Adopted: 26. 9. 2006, 1611/06/EN 
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Opinion 3/2006 on the Directive 2006/24/EC of the European Parliament and of the Council on the 
retention of data generated or processed in connection with the provision of publicly available 
electronic communications services or of public communications networks and amending Directive 
2002/58/EC), Adopted: 25. 3. 2006, 654/06/EN WP 119. 
 
Opinion 2/2006 on privacy issues related to the provision of email screening services. 
Adopted 21. 2. 2006, 00451/06/EN WP118. 
 
Working document on data protection and privacy implications in eCall initiative.  
Adopted: 26. 9. 2006, 1609/06/EN WP 125. 
 
Opinion 5/2005 on the use of location data with a view to providing value-added services). Adopted  
2005, � íslo: 2130/05/EN WP 115. 
 
Opinion 1/2003 on the storage of traffic data for billing purposes. Adopted 29. 11. 2003, 
12054/02/EN WP 69. 
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ANNEX D 
Statement by Executive of the European Society of R adiology, dated 

28th May, 2008. 
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ANNEX E 
Healthcare Professional Crossing Boarders (HPCB) Po rtugal Agreement 

dated 2007 /separate file/ 

 
 


